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1. Introduction
East Hanney Parish Council recognises the importance of secure and effective use of Information Technology (IT) in supporting its operations, communications, and services.
This policy sets out the rules and responsibilities for the appropriate use of IT systems, equipment, and data by councillors, employees, and anyone acting on behalf of the Council. 

2. Purpose
The purpose of this policy is to:
· Ensure IT systems are used securely and lawfully 
· Protect council data and digital assets 
· Reduce risks such as data breaches or misuse 
· Support compliance with UK GDPR and the Data Protection Act 2018 
· Meet governance requirements (e.g. AGAR Assertion 10) 

3. Scope
This policy applies to:
· Councillors 
· The Clerk and RFO 
· Contractors and volunteers 
It covers all IT resources including:
· Computers, laptops, tablets, and phones 
· Email systems 
· Websites and cloud storage 
· Council-owned and personal devices used for council business 

4. Acceptable Use
· IT systems must be used for official council business 
· Limited personal use is permitted if it does not interfere with duties 
· Users must not access inappropriate, illegal, or offensive material 
· Copyright and intellectual property laws must be respected 

5. Email and Communication
· Official business must be conducted using a council email account 
· Personal email accounts should not be used for council matters 
· Emails must be professional and comply with council policies 
· Users should be aware emails may be subject to Freedom of Information requests 

6. Data Protection & Security
All users must:
· Comply with UK GDPR 
· Keep personal data secure and confidential 
· Not share data without authorisation 
· Use strong passwords and keep them secure 
· Report any data breaches immediately 

7. IT Equipment & Software
· Council equipment is for council business use 
· Software must not be installed without permission 
· Devices must be kept secure at all times 
· Lost or stolen devices must be reported immediately 

8. Remote Working / Personal Devices (BYOD)
Where personal devices are used:
· They must be password protected 
· Council data must be stored securely 
· Public or unsecured Wi-Fi should be avoided for sensitive work 

9. Monitoring and Compliance
· The Council reserves the right to monitor IT usage where necessary 
· Misuse of IT systems may result in disciplinary action 
· Serious breaches may be reported to relevant authorities 
· [bookmark: _GoBack]Email retention to be archived as per regulatory requirements

10. Review
This policy will be reviewed annually or when required due to changes in legislation.

10. Contacts
For IT related enquiries or assistance, users can contact the Parish Clerk in the first instance, clerk@easthanneyparish.gov.uk.
All staff and councillors are responsible for the safety and security of the East Hanney Parish Council’s IT and email systems. By adhering to this IT and Email Policy, East Hanney Parish Council aims to create a secure and efficient IT environment that supports its mission and goals.
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